
 

 

  

 

Portrait of a Thief 
 

 

Greetings! 
The forestry industry has always struggled with thieves and fraud for a variety of reasons, most of 
which are peculiar to the nature of the work and the industry. A somewhat unexpected problem 
however is in identifying the potential perpetrators themselves. Thieves are often ordinary, 
otherwise up- 
standing people. You wouldn't pick them out in a line-up and you wouldn't 
suspect them in day-to-day interactions. You trust them to have integrity in 
managing your assets, often without direct supervision. As such, it is difficult to 
anticipate or predict if, when or where fraud will strike along the industry 
supply chain. With multiple hand-offs and a variety of players in the process, 
no one has control over the whole chain of activities nor of all the people 
working in it. Opportunities for break-down abound. 
 
I thought I would again take a little time this month to consider if there are 
clues we can find to anticipate who might rip us off in the 
future.  Unfortunately, the research says that will be hard to do.  There's no 
magic formula and the decision to steal seems to be more based on circumstances than any 
external traits. So are we helpless?  There are still some stereotypes, but they may not be what you 
expect.   
 
So...this month we'll try to put together a portrait of a thief.  (and no, the attached photo is not my 
mug shot). 
 
Warmly, 
 
Aaron 

 

 

 

WHAT DOES A FRAUD PERPETRATOR LOOK LIKE? 
 

  
John Kula is a Senior Manager in the Deloitte & Touché Forensic and Investigative Services 
practice in Chicago. An experienced white-collar crime investigator and an expert in corporate 
security, he is one of the leaders of D&T's Corporate Loss Prevention (CLP) service line. His 
studies have shown that 40% of people will never steal or be dishonest, regardless of the situation. 
These are the people you depend on each day to get the job done. Identifying these people in the 
recruitment process is a real win for security. For them, no security program is necessary. For the 
other 60%, no security program will ever be completely full-proof as people can always find new, 
creative ways to get around your defenses. Finding them by "pre-screening" employees, vendors 
and contractors is difficult, but still must be done.   In this group, 30% will steal or be dishonest 
depending on the situation. That  
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situation can change depending on your own security processes, 
but it can also be impacted by personal situations that make 
stealing a tempting solution. The final 30% will steal or be 
dishonest on a regular basis, if given the chance and if the risk 
and consequences of getting caught doesn't offset the 
advantages.   
  
Unfortunately, the 60% who might steal look very much like the 
40% who wouldn't do so under any circumstances. Most are male, 
with an average age of 36-45. They are married with a happy 
family, oftentimes an active church member. They are generally 
educated, achievers with high self-esteem, highly motivated and 
have no criminal 
record. Usually, it's just that circumstances align themselves in such a way that they see theft as a 
viable solution. The gain from a successful fraud is just too tempting to pass up, especially if the 
risk of getting caught is minimal. 

 
WHAT MAKES GOOD PEOPLE GO BAD? 
  
Just as there are three elements that have to be present for a fire to take place (heat, fuel, oxygen), 
there are three elements that must be present for fraud to take place - opportunity, pressure and 
rationalization. Here's how they work: 
  
1. Opportunity: This simply means that the person involved in the fraud had the opportunity in their 
day-to-day operations to commit the crime. If your operations has processes established that make 
that opportunity less accessible and more risky, the perpetrator may be deterred. 
  
2. Pressure: People who wouldn't ordinarily steal or fraud, may be tempted to do so when they are 
experiencing personal financial pressure at home. Financial pressure can be exacerbated during a 
tough economy and especially today with a recession impacting companies and their employees in 
devastating ways. Most families need multiple wage-earners to survive and when one is impacted 
the entire family is impacted. Other financial pressures aren't as concrete but can be just as rea 
l -- a "keeping up with the Jones's" mentality that is exacerbated when the social status of a peer 
group is rising but you are staying the same. Although there is little a company can do about this, 
recognizing employee's value and worth and having solid security processes in place are good 
counter-measures to prevent a negative turn. 
  
3. Rationalization: Even though people may think fraud is wrong, they can sometimes rationalize 
why they need to do this and why it's ok. It generally starts with thinking they have been mistreated. 
"I do this because..." For example, "I worked for this company for 30 years and they owe me." Open 
two-way communication, education and creating a culture that supports honesty and integrity is 
crucial. . 
  
If one element is missing, the likelihood of a person carrying out the fraud successfully is greatly 
diminished. Even if there is pressure at home and the person can rationalize the action, there can't 
be a theft without opportunity. Even with opportunity, if the cultural and risk pressure not to steal is 
greater than the pressure to do so, the person may resist. Understanding these dynamics could 
provide perspective and a foundation for any fraud prevention plan. 
  

RECOMMENDATIONS 
  
A company needs to start with a security plan that reduces the opportunity for fraud and theft as 
much as possible. That plan would include proper checks and balances, well established processes 
and controls and punishment for violation. But how does a company create a plan that addres 

 

 



ses personal pressures and rationalization? How does a company create a security plan that 
incorporates values? 
  
Here are some suggestions: 
  

 Build an effective pre-employment screening process for company employees, vendors and 
contractors. This will not only help you work with people who don't steal and fraud, but will 
also set the standard up front that integrity is your expectation. Review your security policy 
and expectations as part of a rigorous new hire orientation. 

 Communicate a zero tolerance policy. This should be done on a regular basis for all 
employees, vendors and contractors. And there are many communication methods.  

 Conduct a business ethics promotion throughout the organization. 

 Have well-defined and well-communicated policies and practices that include appropriate 
checks and balances and division of authority. 

 Stay current on the changing scene of security breaches. Update your procedures to 
anticipate new potential problems. 
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