
 

 

  

 

Tips for Cyber Security 
 

 

Greetings! 
 

Although I'm certainly not a cyber-security expert, with the massive cyber attacks happening today I 
thought I would do a little online research and create a list of some practical ways to help users 
protect themselves against hacking and other computer disasters.  The organizations and 
businesses that have been hacked just keep piling up. There's no reason to think that the forestry 
industry might not be a target someday as well.  
  
I pulled together some ideas from several articles in my online search so it's hard to give credit.  
The two main sources I found were "8 Tips for Better Nonprofit Cyber Security" 
(Julie Campbell, August 12, 2016) and 
http://www.netaction.org/training/cybersecurity.html as well as some tips I've 
received recently from my readers.  Here's what I found and I have to say #6 
was news to me! 
   
Warmly, 
Aaron 
  
  

 
Today, there is very limited privacy, but we can't just quit the internet.  We need open 

communication channels with suppliers, customers, employees and others to build and maintain 
trust and build relationships and just do work.  But be wise about it and protect yourself at the same 
time. 
 . 
Some Ways to Keep Your Computers -- and Data -- Safe 
  
1.  Make data security a priority. Just like with all security issues, don't make the mistake of 
thinking it won't happen to you.  It's always better to be safe than end up on the front page of the 
local or national newspaper. 
 
2.  Upgrade your computers.  Upgrade to the latest operating system.  Each new version may not 
seem much different but new cyber security prevention protocols are included with each 
revision.  Keep updated with each update.  If you still use Windows XP, maybe it's time to get a 
new pc.  Microsoft  
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completely stopped supporting Windows XP 
this year. Not only will you get better security 
support but you will also get more memory, 
more storage, faster processing speeds, and 
a higher-quality display.  They're less 
expensive than you might think. 
 
3.  Train and inform employees and 
volunteers.  Get professional training on 
how to protect against viruses, malware, 
spyware and other items that can easily be 
added to your computers.  When computers 
are networked, then a mistake by one affects 
everyone.  Develop strict policies on what 
employees can download and have 
restrictions on downloading new applications 
without the sign-off of an IT person. 
 
4.  Focus on passwords.  Use passwords 
that are difficult to guess and change them 
frequently.  Encourage employees to have 

different passwords for every social network and website they access.  Keep that information in a 
secure location.  A great password mix up the types of characters you use (numbers, letters, 
symbols) and avoid words you can find in the dictionary.  
 
5.  Log off when you aren't using your computer.  If you don't, there's little point in password-
protecting your computer.  However, be sure to check with your IT department in case there are 
certain times they do batch upgrades and computers have to be on to get them. 
 
6.  Avoid clicking on Unsubscribe links within email.  One technique bad actors use is to 
inundate your email inbox with what appears to be a legitimate source.  If you scroll down to 
Unsubscribe in the email you may be launching an attack.  Instead, unsubscribe by going to the 
account itself.  If you don't  
recall subscribing to an email, again, don't click on the 
link but instead you can mark it as junk email by: 

 Selecting the spam email 

 Right-clicking and choosing "Junk" from the 
drop down menu 

 Clicking "Block Sender."  Outlook marks it and 
relocates it immediately. 

7.  Stay informed. Privacy policies are constantly 
changing. 
 
8.  Make regular backups.  Hard drives crash; accidents happen; natural disasters occur without 
warning in addition to hackers.  Disaster planning is a necessity.  Regular backups are a crucial 
component of computer security. Documents and other data should be backed up daily. Backed up 
data can be stored on removable media (such as CDs), on a separate hard drive that is connected 
to your computer externally, on a tape drive, or on a secure web site. Redundancy is the best 
strategy: create several backup sets so at least one is stored off site. It's also a good idea to 
periodically make a full backup of your hard drive so that if your hard drive crashes you won't have 
to reinstall each software program individually.  Many new computers include CD drives that make 
data backups easy and affordable. External hard drives that can be disconnected and stored off 

 

 

 

 



site are an affordable option for backing up a complete hard drive. Have a plan for what it would 
take to get back online if your office was destroyed.  
 
9.  Keep your mailing lists safe from spammers.  Email lists are frequent targets of spam.  Put 
all your subscribers' addresses in the "Bcc" field so they aren't visible to everyone.  Back up your 
subscriber list regularly.  Those addresses are one of your organization's most important assets. If 
you are sending confidential files, make sure they are encrypted.  
  
10.  Stay calm.  Don't assume that you should shut down all services connecting to the Internet just 
because of the recent rash of cyber attacks.  Using cloud-based services like Google and storage 
applications like Dropbox are among the most cost-effective tools for keeping data available where 
and when you need it.  The key is to ensure that the data stored in the cloud is secure and 
encrypted.   
 
Today, there is very limited privacy, but we can't just quit the internet.  We need open 
communication channels with suppliers, customers, employees and others to build and maintain 
trust and build relationships and just do work.  But be wise about it and protect yourself at the same 
time. 
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